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Introduction

e Ground-control

e Satellites

---------------------------------------



Requirements

 Functional
* File upload
+ File deletion
+ Open remote secure shell
+ Close remote secure shell
« Software update

e System
+ Work behind NAT device
« Security



Implementation

Callbacks ?
Ground-control Satellite
gc.register(this) -
roger
DBUpdate
g satellite.callback(arg)

success/failure

Pros: easy to implement, immediate responsivity
Cons: needs of public IP addresses



Implementation (cont...)

Thread pool ?

Ground-control Satellite

gc.getAction()

wait()

A

notify()

Action

gc.updateAction(Action, success/failure) —

Pros: immediate responsivity, no need of public IP
addresses
Cons: thread synchronization, locked threads on satellites
unexpected disconnection



Implementation (cont...)

Polling Satellite !
Ground-control Satellite

gc.getAction()

Null

: sleep()

gc.getAction()

Action

gc.updateAction(Action, success/failure) —

Pros: easy to implement, no need of public IP addresses
Cons: low but configurable responsivity



Implementation (cont...)

Unbuffered file transfer ?
Ground-control Satellite

gc.getFile(‘foo') —_

byte[] content

Pros: easy implementation, minimum overhead
Conts: high memory requirements



Implementation (cont...)

Buffered file transfer !

Ground-control Satellite
gc.getFile('foo') —
Re m Ote Fi I e if RemotelnputStream rf
rf.read()
byte[] data
rf.read()
byte[] data

rf.read()

null

Pros: optimized memory utilization
Conts: time overhead due to communication RTT



Implementation

Security

*Secure Socket Layer (javax.rmi.ssl.*)
* SsSIRMIClientSocketFactory
e SsIRMIServerSocketFactory

Ground-control trusts each satellite.
Each Satellite trust ground-control.



Distribution

bin/
|-- run-groundcontrol.sh
“-- run-satellite.sh
keystores/
Makefile
policy/
src/
-- GroundControlApp.java
-- lancia
-- groundcontrol
-- database
|-- Action.java
“-- DatabaseHandler.java
-- GroundControllmpl.java
“-- GroundControl.java
-- rio
|-- RemotelnputStreamimpl.java
-- RemotelnputStream.java
“-- SatelliteApp.java
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